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INTRODUCTION

Thank you for purchasing the MELSEC iQ-F series.

This manual describes the setting method for connecting to Microsoft Azure (hereinafter referred to as Azure) to send/receive
JSON strings using the FX5-ENET Ethernet module (hereinafter referred to as FX5-ENET).

Before using this product, please read this manual and the relevant manuals carefully and develop familiarity with the
specifications to handle the product correctly.

When applying the program examples provided in this manual to an actual system, ensure the applicability and confirm that it
will not cause system control problems.

The screen images in this manual were captured when the manual was created. For the latest information, check the website
of Azure.

Regarding use of this product

» This product has been manufactured as a general-purpose part for general industries, and has not been designed or
manufactured to be incorporated in a device or system used in purposes related to human life.

 Before using the product for special purposes such as nuclear power, electric power, aerospace, medicine or passenger
movement vehicles, please contact Mitsubishi Electric sales office.

 This product has been manufactured under strict quality control. However when installing the product where major
accidents or losses could occur if the product fails, install appropriate backup or failsafe functions into the system.

Note

If in doubt at any stage during the installation of the product, always consult a professional electrical engineer who is
qualified and trained to the local and national standards. If in doubt about the operation or use, please contact your local
Mitsubishi Electric representative.

Mitsubishi Electric will not accept responsibility for actual use of the product based on these illustrative examples. Please
use it after confirming the function and safety of the equipment and system.

» The content, specifications etc. of this manual may be changed, for improvement, without notice.

» The information in this manual has been carefully checked and is believed to be accurate; however, if you notice a doubtful
point, an error, etc., please contact your local Mitsubishi Electric representative. When doing so, please provide the manual
number given at the end of this manual.



CONTENTS

INTRODU CTION. . . e e e e e e e e e e e e e 1
RELEVANT MANUALS . .. e e e e e e e e e e 4
TERM S . e 5
GENERIC TERMS AND ABBREVIATIONS. . . ... e e e 5
KEY FEATURES . . . . e e e e e e e 6
CHAPTER 1 APPLICABLE MODELS 7
CHAPTER 2 PREPARATION 9
21 System Configuration . . ... ... .. i e e e 9
2.2 Required Products and Software. . . ........... it ittt it ae ettt e 10
2.3 LA L1414 T 10
24 Operation Flow Diagram. . . ... ... ittt ittt et e et aaenaneranssnnesaneennnns 1"

CHAPTER 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 12

31 Configuring Settings with GX WoOrks3. . ... ... ... it it et e e ea e an e aanns 12
Procedure for setting parameters . ... ... ... 12
Configuring communication settings with GX Works3. . .. ... ... ... . . 17
Writing data to the programmable controller . . .. ... ... . 19

3.2 Configuring Settings with Certificate Configuration Tool for FX5-ENET........................... 22

CHAPTER 4 CONFIGURING SERVER (MQTT BROKER) CONNECTION 25

4.1 Configuring Settings with Azure . .. ... ... . i i it et s 25
SN . e 25
Configuring settings with Azure [0T HUD . . . . ... .. . e e e 26
Checking the hostname. . . . ... .. e 31

4.2 Configuring Settings with Certificate Configuration Tool for FX5-ENET........................... 32
Writing the certificates from the server . . ... .. . . e 32

4.3 Configuring Settings With GXWOrks3. . .. ... . it i i i it e et a e 34

CHAPTER 5 CHECKING OPERATIONS 35

5.1 Checking the Operation of Connect (MQTT Connection Establishment) . ......................... 36

5.2 Checking the Operation of Publish (Sending of MQTTData) .............c.oiiiiiiiiiiniirnnnnn. 38

5.3 Checking the Operation of Subscribe. ........ ... . i s e e i e e e ae s 40
Checking the operation of Subscribe (Sending of Subscribe command) .............................. 40
Preparing data with Azure [0T HUb . . . ... . . 41
Checking the operation of Subscribe (Receiving of MQTT data) ........... ... ... . . .. 43

CHAPTER 6 TROUBLESHOOTING 45

6.1 Checking ProCedure . . ...... ottt ittt et et s et ia e aa s aansaaneranesanesaneennnns 45

APPENDICES 47

Appendix 1 List of FX5 Ethernet-equipped Module FBs .. ........... . it e e et innnnnnn a7

Appendix 2 FB Library. . . ... ... i e 48
Downloading the FB library . . .. .. ... e 48
Importing the FB library . . .. ... 49
How to use the FB library . . ... ... 51

Appendix 3 How to Use the Program Copy Functionofe-Manual ............... ... .. .. 53

n
-
<
1]
-
<
O
&




REVISIONS . . 55
WARRANTY L 56
TRADEMARKS . . 56



RELEVANT MANUALS

The following relevant manuals can be downloaded from the Mitsubishi Electric FA site.
www.mitsubishielectric.co.jp/fa/ref/ref.html?kisyu=plcf&manual=download_all
[O: Available, —: Not available]

Manual name Available form

<manual number> e-Manual PDF
MELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware) O O
<SH-082452ENG>

MELSEC iQ-F FX5 User's Manual (Application) O O
<JY997D55401>

MELSEC iQ-F FX5 Programming Manual (Program Design) O O
<JY997D55701>

MELSEC iQ-F FX5 Programming Manual (Instructions, Standard Functions/Function Blocks) O O
<JY997D55801>

MELSEC iQ-F FX5 User's Manual (Communication) O @)
<SH-082625ENG>

MELSEC iQ-F FX5 Ethernet Module User's Manual O @)
<SH-082026ENG>

GX Works3 Operating Manual O O
<SH-081215ENG>

Quick and satisfying browsing
e-Manual Viewer

e-Manual Viewer allows users to browse optimized FA-related documents
such as Mitsubishi Electric FA product manuals.

e-Manual Viewer can be downloaded for free from

the Mitsubishi Electric FA website.

ing program examples t
I Easy on-demand download of latest documents Copy g P o.g am examples (o
an engineering tool
All necessary documents can be easily downloaded with one Program examples contained in a document can be directly copied to

click. The latest documents are available at any time. an engineering tool, eliminating the need of inputting the programs.

Quick cross document search for

) ) I Sharing information among multiple users
necessary information

Refine search and fuzzy search are available for The documents can be customized by adding useful information
all downloaded documents. as a note freely.

Intuitive search using illustrations is available for Latest documents and notes can be shared with multiple users
hardware specifications of the product. using the document sharing function.

Mintroduction for the concept and features of e-Manual Viewer is available on the following website.
www.mitsubishielectric.com/fa/ref/ref.html?k=plceng&smerit=emaviewer_win

B The installation file for Windows® can be downloaded from the following website.
www.mitsubishielectric.com/fa/ref/ref.html?k=plceng&software=emaviewer_en



TERMS

Unless otherwise specified, this manual uses the following terms.

Term

Description

Broker

An MQTT server that mediates messages (MQTT broker)

Engineering tool

The product name of the software package for the MELSEC programmable controllers

Message

Data to be exchanged between the sender (publisher) and receiver (subscriber)

Publish/Subscribe message
exchange model

A protocol capable of one-to-many asynchronous communications.

The sender of a message is called a publisher, the receiver is called a subscriber, and an entity playing an intermediate
role is called a broker.

The term "publish" means "send", and "subscribe" means "receive".

Topic A key to be used for messaging.
In the topic hierarchy, a slash (/) is regarded as a delimiter. For example, when multiple sensors send their individual
information to the topic, the messages can be appropriately organized according to their installation location and device
name.

Wwill This function sends a Will message with a specified Will topic name to subscribers when the publisher is disconnected and

the server communications are disabled.
If any unexpected disconnection or such an event occurs, subscribers can judge that the publisher is disconnected.

GENERIC TERMS AND ABBREVIATIONS

Unless otherwise specified, this manual uses the following generic terms and abbreviations.

Generic term/abbreviation

Description

FX5U CPU module

A generic term for the FX5U-32MR/ES, FX5U-32MT/ES, FX5U-32MT/ESS, FX5U-64MR/ES, FX5U-64MT/ES, FX5U-
64MT/ESS, FX5U-80MR/ES, FX5U-80MT/ES, FX5U-80MT/ESS, FX5U-32MR/DS, FX5U-32MT/DS, FX5U-32MT/DSS,
FX5U-64MR/DS, FX5U-64MT/DS, FX5U-64MT/DSS, FX5U-80MR/DS, FX5U-80MT/DS, and FX5U-80MT/DSS

FX5UC CPU module

A generic term for the FX5UC-32MT/D, FX5UC-32MT/DSS, FX5UC-64MT/D, FX5UC-64MT/DSS, FX5UC-96MT/D,
FX5UC-96MT/DSS, FX5UC-32MT/DS-TS, FX5UC-32MT/DSS-TS, and FX5UC-32MR/DS-TS

FX5UJ CPU module

A generic term for the FX5UJ-24MR/ES, FX5UJ-24MT/ES, FX5UJ-24MT/ESS, FX5UJ-40MR/ES, FX5UJ-40MT/ES,
FX5UJ-40MT/ESS, FX5UJ-60MR/ES, FX5UJ-60MT/ES, FX5UJ-60MT/ESS, FX5UJ-24MR/DS, FX5UJ-24MT/DS, FX5UJ-
24MT/DSS, FX5UJ-40MR/DS, FX5UJ-40MT/DS, FX5UJ-40MT/DSS, FX5UJ-60MR/DS, FX5UJ-60MT/DS, and FX5UJ-
60MT/DSS

GX Works3

A generic product name for the product model SWnDND-GXW3 (where n represents the version)




KEY FEATURES

Point1

Publish: Sending information collected in the FX5 CPU module to the MQTT broker with the
MQTT communication function, Subscribe: Subscribing the information from the MQTT

broker

MQTT is an OASIS-standard communication protocol using a publish/subscribe message exchange model. Once the FX5-
ENET executes publishing to the MQTT broker, information is distributed to all the information receive devices that have

executed the subscribe request.

In addition, secure communication encrypted with TLS (MQTTS) is also supported.

E’@t FX5-ENET
Personal

computers

Point2

Cloud connection

Connecting to Azure enables handling of information
without preparation of the computing environment.
Various services prepared by Azure (not only data
accumulation, but also services such as data visualization
and Al predictions) are available.

Personal
Azure computers

FX5-ENET

Point3

Managing programmable controllers

collectively in a wide area

Connecting to Azure enables a wide-area network
connection, which achieves quick resource sharing.

In addition, the programmable controllers can be collectively
managed by creating a security group or granting the
access right.




1 APPLICABLE MODELS

The following models can be used for a series of operations described in this manual.

FX5UJ CPU module

FX5U CPU module

FX5UC CPU module

Ethernet module (FX5-ENET)

L]
il

1 APPLICABLE MODELS
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2 PREPARATION

This manual describes a configuration example in which an FX5-ENET is connected to an FX5U CPU module and is
connected to Azure via a router.

To use applicable CPU modules other than the FX5U CPU module, refer to the following manuals.

L[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware)

[TIMELSEC iQ-F FX5 Ethernet Module User's Manual, Appendix 7 Added and Changed Functions

2.1 System Configuration

This section describes the system configuration in which one FX5-ENET is connected to one FX5U CPU module and is
connected to Azure via a router.

FX5U CPU module FX5-ENET
. ) . IP address: 192.168.3.12 IP address: 192.168.3.13
Certificate Configuration Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

GXWorks3 =
orksJd Tool for FX5-ENET Personal computer

V Default gateway: 192.168.3.1

V

[
Install GX Works3 in advance.

Router
IP address: 192.168.3.1
N («r)) V
| 18983 9593 28 +————

G

Azure

Point}3

* Register an account for Azure in advance.
 Prepare an Internet line on which a port 8883 can be used.

2 PREPARATION
2.1 System Configuration



2.2

Required Products and Software

One FX5U CPU module

One FX5-ENET

Personal computer and software

4 nsusise
we lRRE

Use an FX5U CPU module that meets the following
conditions.

« Serial number: 17X**** or later

« Firmware version: 1.280 or later

1) )
I

Use an FX5-ENET that meets the following
conditions.

« Serial number: 234**** or later

« Firmware version: 1.200 or later

GX Works3"!

« Applicable software version: 1.095Z or later
Certificate Configuration Tool for FX5-ENET "
« Applicable software version: 1.00A or later

*1 To obtain the latest version, please contact your local Mitsubishi Electric representative.

Router

Three Ethernet cables

Azure account

0ooo bboo bobod
ooono 0boo boood

Use the router for connecting the programmable
controller to Azure.

Use these cables for connecting the personal
computer and the FX5U CPU module, the personal
computer and the FX5-ENET, and the FX5-ENET
and the router.

Use an Ethernet cable compliant with the following
standards.

« Category 5 or higher, straight cable (double

shielded/STP)
« IEEE 802.3 (100BASE-TX)
« ANSI/TIA/EIA-568-B (Category 5)

Azure

Register an account for Azure in advance.

FB library

GX Works3 must import the following.

Name

File name

Reference

Character string operation FB library

StrProcessing_F.msIm

Page 48 FB Library

2.3  Wiring

For the power supply wiring of the FX5U CPU module, refer to the following.
[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), Section 13.4 Power Supply Wiring

2 PREPARATION
2.2 Required Products and Software
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2.4 Operation Flow Diagram

1. Preparing the required

2. Configuring the clients (MQTT Publisher, MQTT Subscriber)
products (wiring)

e
I

0000 0000 0000
0000 0000 0000
()

(GX Works3 I(Certificate Configuration Tool for FX5-ENE1j

(0 )

0000 D000 0000
0000 0000 0000

Azure

3. Configuring the server (MQTT broker) connection

s
I

OO000 0000 0000
0000 0000 0000
(@)

(GX Works3 I(Certificate Configuration Tool for FXS—ENEa

-

4. Program examples and checking the operation

i)
I

D0O00 0000 0000
0000 0000 0000
(©)

e A P

Azure

11 2 PREPARATION
2.4 Operation Flow Diagram



3 CONFIGURING CLIENTS (MQTT PUBLISHER,
MQTT SUBSCRIBER)

This chapter describes the setting items for the clients (MQTT Publisher, MQTT Subscriber).

3.1 Configuring Settings with GX Works3 H

This section describes how to configure the settings with GX Works3.

Procedure for setting parameters
1. Open the "Navigation" window = [Module Configuration]. Drag and drop [FX5-ENET] to add it.

ARG A S EARNE(BE DS IRURISA e -, ] L QO e
I A T R S ket Tl N . -

Rl [ e Carliquivian © ©

| Fix parameters before displaying parameter setting window.
5 Are you sure you want to continue?

3. Click the [Setting Change] button.

MELSOFT GX Works3

Add & module.
L [Module Name] FX5-ENET
[Mounting Position No.]  1U1]

Module Setting Setting Change I

| Module Label:Not use:

Dwrsenmospin  [T5]

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1 2
3.1 Configuring Settings with GX Works3
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4. Change [Use Module Label] to [Yes] and click the [OK] button.

Show the confirmation message in adding module Yes

() Program Editor
{} Other Editor
3 Edit
i Find/Replace Use Module Label
B Parametter Select whether to add the moedule label in adding module.
ZN Online Please set other than module labels a5 refresh destination for module parameter to use the
= Convert label of direct access in program.

- if module labels are selected as refresh destination, the value which has been set to label of
ik Intelligent Function Module direct access is ovenwritten in refreshing with the value of label for Aute-refresh,
Bl Simulation v

[ oot | Bxport...

| Sack tn Default | Back 1o User Default | setas User Default | II R |I o

5. Click the [OK] button.

Add & module.

[Module Name] FXS-ENET
[Mounting Posttion No.]  1[U1]

Module Setting
Module Label:Use
B —

6. select [Basic Settings] = [Own Node Settings] and configure [IP Address] as shown below.

Item Setting

IP Address 192.168.3.13
Subnet Mask 255.255.255.0
Default Gateway 192.168.3.1

Meew List  Find Fesul

- CC-Link IEF Basic Sefiings

Explaration

s e
H ; code is used for data communications.

-ASCII (X, ¥ OCT): ASClicode (X, Y OCT)is used for data communications.
< ASCI (x, ¥ HEX): ASCH code (X, Y HEX)is used for data communications.

Check. Restore the Defalt Settings

IP Address 152168, 3. 13
Submet Mask 255 285255 0
Diefauitt 192.168. 3. 1
Covnmunicaton Dats Coode Binary [
Opening Method Do Mot Open by Program
- Operaticnal Satiing
1 Timer Settings for Data Commuricaticn
Change:Set Timer Value: No
= Destinabon Alive Check Start Interval Timer &0
Uit L
= Destination Alive Chack Inberval Timar 0
Unit L
Deatination Alive Check Resend Count 3 Times

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
3.1 Configuring Settings with GX Works3
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7. Select [Basic Settings] = [External Device Configuration] and double-click <Detailed Setting>.

e 7| Check. | Festore the Defaylt Settings |

Baply |

8. Drag and drop [MQTT Connection Module] to add it. Set the protocol and port number as shown below, and click [Close
with Reflecting the Setting].

Protocol TLS
Port No. 50000

T4 Ethernet Configuration (Mountir

i EthemetConfiguration Edit View Close with Discarding the Setting fclos

g Position No. 1[U1T)

Wiﬁ X

Ethemet Selection | Find Modiule | My#¢ ¥ |

Connected Count (Cur, Max.): 1/32 @ @ : =

— i Fixed Buffer 22 /0 | Ethernet Device (General) B
&l No Model Name Protoco! Send/Recaive |vac ?mscrr Cionhection | -
i Method Setting TP Address Part No, idres ;
| SLIMP Connection Mod -
v : 155 UDP Gornection Moduh -
&ctive Connection Mod -

Unpassive Connection b -
=g Fullpassive Connection -
BAChet/IP Cornection —

Drag and drop

o] |
MNo. 1
Host Station
Connected Count
11
MQTT Conn
ection Modul
= s when specify open method by MGTT
< >
3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1 4

3.1 Configuring Settings with GX Works3



9. select [Application Settings] and configure [DNS Settings] as shown below.

Item Setting
To Use or Not to Use DNS Server Settings Use
DNS Server 1 Address 8.8.8.8
DNS Server 2 Address 8.8.4.4
DNS Server 3 Address 1.1.11
DNS Server 4 Address 1.0.0.1

] f— B ! Setting [a
[ DNS Seltings
To Use or Not o Use DNS Server Setiings. Use
o DNS Server 1 Address B B 8 8
iy Pequred Settings DINS Server 2 Address. B B 4 4
- Besic Sefings DNE Server 3 Address 1.1.1.1
@ Dwn Node Seings DNS Sarver 4 Address 1801
‘Operational Setfing =
‘;w mmﬁ”’ To Use or Not to Use Simpés CPU Commanication Nottolse
(@ Extemal Device C 51 CPUJ Respon itoring Timer g
) DNS Setirngs Simple CPU Communication Setting
Smple CPU Communication S¢ || - Security
o F =1 IP Filtes Settings
@ MaTT Communication Setiing IP Filter
IP Filter Settings
Set the seiting on Smple CPU Communication.

e L Check. Pestore the Defayk Settings

gy

10. select [Application Settings] = [MQTT Communication Setting], check that [To Use or Not to Use MQTT Function] is set
to "Used", and double-click <Detailed Setting> of [MQTT Connection Setting].

ot the Settig temio Seach | 1l SEREE W
Sender Mail Address
B i - SMTP Satver Sallings
£y Fequred Settings Hethed i e
51y Besic Setnga 1P Address
5 Own Node Settings Hast Name:
Operational Seting Port e kL3
1CC-Links [EF Basic Setfngs =] SMTP Server Authentication information
: mmm SMTF Server Satling Autharication Authentication Mathod N aulhantiation
b-nd'miﬁw-:‘ s SMTP Server Setting Authentication Lisr Nam
{5 DNS Settings SMTP Server Setfing Authentication Pasaword
Smple CPL Communication Ser SMTP Server Sett scation Certiicate. Do notvenfy the ceriificate.
Send Mail Address Seti <Dictaile
et Fincth: Sting E Communication Seting
€ PALH Commricaar feting To Use or Netto Use MQTT Funciion Used
MQTT Connection Sating

Set the MOTT commurication funchion seting

b b [0 Check Restore the Defaydt Seitings

1 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
5 3.1 Configuring Settings with GX Works3
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11. To avoid errors, temporarily enter arbitrary character strings for "MQTT Server Host Name" and "Client ID". Click the
[Apply] button.
Configure the proper settings at the following timing.
[~ Page 34 Configuring Settings with GX Works3

Siet the clhent ID of FXSENET(AF).

sting 110 432 characters and satisfying the following condions
As(BeC)n2+Dm5848
A the number of

characters for MOTT server host name
B: the number of characters for clent ID
C-the number of characters for user name:
D: the number of charactens for password
l;m P 2 Check. | Restore the Defayh Settings
Eppky
3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1 6

3.1 Configuring Settings with GX Works3
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Configuring communication settings with GX Works3

Directly connect the Ethernet ports as shown below. To execute the writing process, perform a communication test first.

GXWorks3 FX5U CPU module

Ethernet

1. Select [Online] = [Current Connection Destination].

i 2 Om kR BRE ™ RedfonflC.

I x B ) =8 Write to PLC...
Werify with PLC...
Remote Operation(S)...

Safety PLC Operation...
Redundant PLC Operation(G)
CPU Memory Operation... L
Delete PLC Data...

User Data L3
Set Clock..,

Manitor »

FB Property Management (Online,..

Watch 13

User Authentication... »

g

Please selact the drect connection method with CPU module.

® Ethemet

Ethernet Board
Ethernet

Directly communicate with the CPU module without using a hub.
It is not required to specify the 1P address of CPU module.

* This setting is applied to all Ethernet port direct coupled settings.

Adapter Not Spaciied -
IP Address of Adapter ! ] Communication Test

O other Connection Method
COU il o 3 Cteton rwehvd e (Oper tha Specty Comecion
than the direct coupled setting. Destiation window)
[1Ro not show ths daleg agan

* Always open the Specfy OK Cancel
Connection Destination window.

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
3.1 Configuring Settings with GX Works3



3. Specify an Ethernet adapter of the personal computer which is used when the personal computer is directly connected to
the CPU module.
When [Not Specified] is set, select an adapter to be used from the drop-down list.

® Ethemat

Ethernet Board
Ethernet

Directly communicate with the CPU module without using a hub.
It is not required to specfy the 1P address of CPU module.

* This setting is applied to all Ethernet port direct coupled settings.

Adapter Mot Spacified
1P Address of Adapter Communication Test
() Other Connection Method
Select this method ¥ you want to connect to Qther Connection Methad
CPU madule with a connection method other (Open the Specfy Cannection
than the direct coupled setting. Destiation window)
[1Ro not show ths daleg agan
* Always open the Specfy OK Cancel

Connection Destination window.

4. Afterthe adapter is selected, click the [Communication Test] button.

(® Diract Coupled Satting
Please selact the drect connection method with CPU module.

® Ethemat

Ethernet Board @
Ethernet

Diractly communicata with the CPU module without using a hub.
It i& not required to specy the 1P address of CPU module.

* This setting is appbed to all Ethernet port direct coupled settings.

Adapter RN e e [RS8 i~

1P Address of Adapter 10.97.219.90 I Communication Test I
) other Connection Mathod

Select this method # you want to connect to Other Cannaction Method

CPU module with a connection method other (Open the Specify Connection

than the drect coupled satting. Destiiztion window)

[1Bo not show ths dislog agan
* Always open the Spedfy Cancel

Connaction Destinztion window.

For the connection via a hub, refer to the following.
LTIMELSEC iQ-F FX5 User's Manual (Communication), Section 4.2 Connection via a Hub

3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) 1
3.1 Configuring Settings with GX Works3 8



Writing data to the programmable controller

Write the program to the FX5U CPU module.
The operation to determine the programs and the parameters is required before writing them to the programmable controller.

1. Select [Convert] = [Rebuild All].

1 Convert | N ifiisia: s m—
Dfﬁﬁl @IEEJ[,@I: PIRCanver(E) pe N

..EEE_E =i ""“_E Program Change _ Shift-F4 B
Rebuild All i !

e

i

Ak

Check Syntax ’

Program File Setting...
Worksheet Execution Order Setting...

= Setting...

T

2. Click the [OK] button.

Rebuild All

| Rebuild all programs in the Project.

Conversion Setting

Execute rebuild with the following settings.

Flease check details in Options.
Label Assignment Retain Reassignment
Others Do Mot Use the Same Label Name in Global Label and Local Label

Optimize the Number of Steps{Level 2)

Check Program
[[] Execute Check Program after Completing Rebuild All

e TN

3. Select [Online] = [Set Clock].

| Project Edit Find/Replace Conver View | Oniine | Debug  Recording  Diagnostics
B B B @l 7 | 17 \—1 =I 4 Current Connection Destination...
i vl B | 251 B0 | R | R P R § Y Rendfrom PLC..

E'”'"H"-lf\‘—'-lfi-'-(}'[}l f _% | _m_,j Write to PLC...
* F5 sF5 F& cSFE F7 F8 F3 =F9 CF9 cFI0 | sF7 sF& 2 Z
Verify with PLC...

E{{,” | Eh::| # | o Remote Dpera'tion"{S].“

Proiect Safety PLC Operation... »
R Proj
1 Redundant PLC Operation(G) »

I

L=
=]

|

= CPU Memaory Operation..,

Delete PLC Data...

User Data ]
! Set Clock... |

Monitor »
FE Property Management (Onling)...
Watch »

User Authentication... »

1 3 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER)
9 3.1 Configuring Settings with GX Works3
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4. Configure the following settings and click the [Execute] button.
For the setting details, refer to the following.
[1GX Works3 Operating Manual

PLC Time Zone
Time Zone | UTC+0%:00 |  Comment |
Date Time Specfy Execution Target
Currently Specfied Station |
“ August 2023 4 ;
Sun Mon Tue Wed Thu Fi Sat = Frl Gl sl e el el
I 1 2 3 4 5
(-] 7 8 g W 1N n
13 14 15 1% 17 18 18
20 21 2 283 M4 5 X
27 28 ﬁ Ef| 1 2 Exphn
’ 1 2 E z . ! Fi al':r::lli'l' from PC settin ble to
[ Today: 2023 rom Get Time from PC setting, users are al
i o get the time coupled with the time zone set in PC.
To set the setfing, please execute it after
matching the time zone of PLC and PC.
o | = From Get Time from PLC setting, users are able to
8/30/2023 | [1o:10:00 AM ~||  getthe Set Clock setting.
Get Time from PC Get Time from PLC

5. Select [Online] = [Write to PLC].

Current Connection Destination...
Read from PLC...

Write to PLC...

Verify with PLC...

Remote Operation(5)...
Safety PLC Operation...
Redundant PLC Operation(G)

CPU Memory Operation...

6. Click [Parameter + Program], and click [Execute].
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7.

When the following window appears, click [Yes to all].

MELSOFT GX Works3

. The following file already exists,

’& Are you sune youw want to ovenwits it?
Svstem Parameter
CPU Parameter
Module Parameter
Program File{MAIN)

| ez | I Yesto gl I

o | ewal || ol |

| || | |

8. Afterthe writing is complete, reset (or power off and on) the FX5U CPU module.
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3.2 Configuring Settings with Certificate
Configuration Tool for FX5-ENET

Start Certificate Configuration Tool for FX5-ENET, set the certificate, and perform the writing process.

Certificate Configuration Tool for FX5-ENET FX5-ENET

i

Ethernet

Point}3

Because the settings cannot be written to the FX5-ENET with the connection of a personal computer and an
FX5U CPU module, connect a personal computer and the FX5-ENET with an Ethernet cable.

1. Select [Tool] = [Module Tool List] = [Information Module] = [Certificate Configuration Tool] of GX Works3 and click the
[OK] button to start Certificate Configuration Tool for FX5-ENET.

— BN
kL A

Dasay T u

[ sisuiiich i oo

| ot vt

B I Ly
111 Mg Fioplc

H Anwiag Iepes

11 Aanalrg Dulst

H lampeeshira dznfes
101 Melliph lngret

H I'sie 145 Fasthiening
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2. Select [Connection Settings]. Enter the IP address of the FX5-ENET in [Host (IP Address)] and click the [Communication
Test] button.

Brejact J Conngction Settings e
b | Server(Dbjects/Cloud) Server Garlificane/GRL fils
Clert Gertificstes =

Tool

Trusted Certificstes. CRLs

| Beral _  CGommon Mame  Owganizstl.  Orgarati Lolality  State  Qoun Vakd From  Vald To DS N- LR ¥ A
. Irb-urr-a-o 129643 13 I |
It [ Enstle Fassword
Loy ¥ify Loeerd
&, Riead trom & B Match Toolony [ Module onle
-
Module | I
Trasted Cerfilicates CRLg
Gerial . Common Mame Ovgangati.  Organizabi.  Localty Etate  Coun.  Valid From Vald To DNSH. LRl IF Add
Updahe:
&, Fua 4 Venly &

Pointp

« If a firewall is set up between the FX5-ENET and the personal computer, the communication test will fail. In
this case, permission must be given to a port to be used, so check the firewall settings.

» The IP address of the personal computer must be set to the same segment as the FX5-ENET, so review the
IP address settings.

3. Select [Client Certificates] and click the [Generate a New Client Certificate] button. Configure the settings as shown
below, and click the [Generate] button.

The set common name is used when creating devices in Azure.

[~ Page 29 Creating devices

Item Setting

Common Name Any name

Country us

__J 3 F
Breject Conrgetion Seifings Help.

Servar Cartilicates:

[l Lertifcates

Modules
Serinl N

Common Mame:

Orginization Hame

Organization Unit  Locality

Statn

Country  Vifid From

\akd To

L

TookGa| et N
{rganinasen Harse 1
Orgaritason Lk L
Sartificar] Lo o |
Sete.
-
W code. a9 US, P, |
Cotficate Settngs
RSA Kery Strength Mdkby -
Signature Sgoanm SHA-2E
Cathcabe Vebclty 1 ymar -
me—— =
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4. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-EMET

The certificate fundtion must be stopped to update the

! settings. This may affect the connection establishment that
uses the certificate, Are you sure you want to continue?
Stopped function will restart automatically after the
processing is completed.

5. Double-click the certificate generated in step 3.

¥ Y "
ToolComputar) [ Fssd G5 from Mol 17 aplacs o Modile 2, Pl e U
¥ £ ¥
Certificate Autority(CA) Sarver (Cbjects/Cioud)
- Gef a GSR 7l Beplace &, Geta Gertifcse

6. Copy the value of [Thumbprint] in the [Details] tab.
The copied value is used when creating devices in Azure.
[~ Page 29 Creating devices

General Detals  Certification Path

Show: | <Mz ~
| Feld Value a|
| [Elpubic key e ]
~|Public key parameters =
| 5] Authority Key Identifier Y EN I R T .
| 55| subject Key Identifier e B o —" i
i |Bssic conswraints — ———

I'J:JMUW il Ll

Ia..l TN T T T T T —_——— I

EditPocertes.. | | CopytoFle... |
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4 CONFIGURING SERVER (MQTT BROKER)
CONNECTION

This chapter describes the setting items for the server (MQTT broker).

4.1 cConfiguring Settings with Azure

Configure the server (MQTT broker) for connecting to Azure.

Pointp

Configure the server (MQTT broker) while signed in to Azure. Prepare your e-mail address and password in
advance.

Sign-in

1. Access the following URL with a web browser, then enter the e-mail address and password to sign in.
https://portal.azure.com/

B8 Microsoft

Sign in
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Configuring settings with Azure loT Hub

Configure the settings for Azure loT Hub to be used with Azure connection.

1. Click [Create a resource].

. | o foo s )
Azure services
e ' s B ® = = T & oS
raste Schonptiors Duldutan vl App Senice: Sorage  SOLcmabues  ATumComos  dubemeter Soseserdon
Carew machine scczanes o araces
Resources
Recent  Fvonte
Harn Ty L Vil
Mo resources have been viewed recently
e s
| B r=ag|
Mavigate
Subicngtiona [#]  smsource groses || rr— Bl sestbca
Tooks
Useful links Azure mobile app

2. Click [Internet of Things] under Categories = [loT Hub] = [Create].
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3.

e prmeeem

Click [Create new]. Enter a resource name, click the [OK] button.

= st
laT hub

Baies  Pameniking  Munigemam  Addens  Tagn R - cwdne

U P o s s s i s
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[ere— & 1ensuen group & contan thas teids related
s et rmpinen for wn Abrs wsiutin
wapan* S 1
l on J cancel |
Sl raisage limi 2000 i

[ N W

4. Configure settings for "Instance details" according to the use environment at customer's premises. Click the [Review +
create] button.

.
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loT hub
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Prujent details
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Rmgion * East UG
Timt e
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Dy raisage it BI08 Nek

=
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If an error occurs after clicking the [Review + create] button, ask an administrator to grant the access right.
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5. Check the settings, then click the [Create] button

automation
[ e e | m& 8o 0 Sixe=—g
laT hub 4
Samcs  Memaoriong  Minigessm  Addens  Tags  Review » cmate
Pricing
ol hul L
Aga-one botal

R L

Durvace Lipdata for isT Hats

Dirasles
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Creating devices

Link the device to the certificate created with Certificate Configuration Tool for FX5-ENET.

1. Clickthe [Go to resource] button.

-] e da
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2. Select [Device management] = [Devices] from the left menu, and click [Add Device].
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3. Configure the settings as shown below, and click the [Save] button.

Device ID

test_things

Enter the common name that was set in the section below.

I~ Page 22 Configuring Settings with Certificate Configuration Tool for FX5-
ENET

Authentication type

X.509 Self-Signed

Primary Thumbprint

Enter the value that was created in the section below.
=~ Page 22 Configuring Settings with Certificate Configuration Tool for FX5-
ENET

Secondary Thumbprint

The same as Primary Thumbprint

Home 3 twsl-Hubi-name | Devess

o Create a device
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Checking the hostname

The hostname will be needed for configuring the FX5U CPU module. Therefore, users are recommended to copy and keep it.

1. Select [Overview] in the left menu. The hostname is displayed in the items of "Essentials".
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4.2 Configuring Settings with Certificate
Configuration Tool for FX5-ENET

Writing the certificates from the server

1. Download two server certificates (DigiCert Global Root G2 and Microsoft RSA Root Certificate Authority 2017) from the
server below.

Point}3

The certificate can be downloaded from the following (as of the publication of this manual).
https://learn.microsoft.com/en-us/azure/security/fundamentals/azure-ca-details ?tabs=root-and-subordinate-
cas-list

For the latest information, check the website of Azure.

2. In Certificate Configuration Tool for FX5-ENET, select [Server Certificates] = [Import] button to import the server
certificates.

e ———

Project Conngction Settings  Help

| Server Carificates ||| SarvedObiectafCloud) Serves Cirifcats/CAL fles

Clime Cartificases ¥
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Tasted Ceniticates CAls
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& 2 ¥ Verity Losred
2, Plead from Madule dp Viify with Modde &, Wit S0 madkile 0 Meich Toslonl [ Module ony
& ¥ ¥

Trusted Certificates OAls

Serisl _ Commen Mame | Oveaniati. Organcali. Locelly Swin Gom. WakiFom  VabdTo  DHEN. URL  TPAdd

Upcate
& Fead &y ety &

3. When the file has normally been imported, click the [Write] button to write it to the FX5-ENET.

8 MELSOFT Comicate Configuranan Tesai bor FX4-ENET (Untnies Project)”

Project Conngction Settings  Help
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4. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-EMET

Are you sure you want to write all certificates(Trusted
certificates and CRLs) to the module?
All certificates in the module will be deleted.

5. Click the [Yes] button.

MELSOFT Certificate Configuration Tool for FX5-ENET

The certificate function must be stopped to update the

| settings. This may affect the connection establishment that
uses the certificate. Are you sure you want to continue?
Stopped function will restart automatically after the
processing is completed.

E fes I Ho

4 CONFIGURING SERVER (MQTT BROKER) CONNECTION
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4.3 Configuring Settings with GX Works3

1. Selectthe "Navigation" window = [Module Information] = [FX5-ENET] = [Application Settings] = [MQTT
Communication Setting] = [MQTT Connection Setting] and double-click <Detailed Setting>.

2. Configure the following settings and click the [Apply] button.

Item Setting
MQTT Server Specification Method Host name
MQTT Server Host Name test-hub-name.azure-devices.net (own hostname)

Enter the hostname that was copied in the section below.
I~ Page 31 Checking the hostname

MQTT Server Port No. 8883

Client ID test_things
Enter the name of the device ID that was created in the section below.

==~ Page 29 Creating devices

test-hub-name.azure-devices.net/test_things/?api-version=2021-04-12
Enter MQTT Server Host Name/Client ID/?api-version="***-**-**,

User Name

Verify Server Certificate Verify

1T HFXS-ENET

Module Paramater

Setting Ibem Lint

¥ a——— _ MOTT Connecion Setling
-y Basic Seffings MQTT Server Specification Methed  Host name
=48 M;gﬂm MOTT Server Host Name test-hub-name. azure-devices net
-] MGTT Server IP Address
Simple CPL Commurcation Se MGTT Sarvar Peet Ne. 2883
Mail Funcbion Setfing Client ID feat_things
& MATT Communicafion Setling User Hame test-hub : devi 3D
Password
Verify Sover Corfificte  Venfy

Explanstion

| Set whether ba verfy/not to verfy the validty of the connection destination server cerficate when connecting

|with MGTT server.
Cenificabe Configuration Teol
!
< >
Check Restore the Defayl Set
hes List Find Femut -

I Happky I
3. Configuring the settings with GX Works3 is completed by creating a program and writing it to the programmable

controller.
(== Page 35 CHECKING OPERATIONS
==~ Page 19 Writing data to the programmable controller
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5  CHECKING OPERATIONS

Based on the system configuration (I=5~ Page 9 System Configuration), write the program to the FX5U CPU module and

check the operation.

(3)

0000 0000 0000
0000 0000 0000

n :fl - Asure
)

SE)

[
[GX Works3 [Certificate Configuration Tool for FXS—ENEa

(1) FX5U CPU module
(2) FX5-ENET
(3) Router

Pointp

Broadcasting and inter-device communications from Azure l1oT Hub to the FX5-ENET are not supported, so
data published to Azure loT Hub from the FX5-ENET cannot be subscribed.

The following operations can be performed.

* The FX5-ENET publishes data to Azure IoT Hub.

» The FX5-ENET subscribes data prepared with Azure loT Hub.

For the latest information, check the website.

https://learn.microsoft.com/en-us/azure/?product=popular

5 CHECKING OPERATIONS



5.1 Checking the Operation of Connect (MQTT
Connection Establishment)

Use M+FX5ENET_MQTT_Connect (MQTT connection establishment) for controlling the connection with the server (MQTT
broker).

(1) )

Connect

> >

Azure

(] )

A

[M+FX5ENET_MQTT_Conneca

(1) FX5U CPU module
(2) FX5-ENET

Program
M12 turns on for setting the information used for M+ENET_MQTT_Connect (MQTT connection establishment).

SM402

—t $MOV | devices/test_things/messages/events/ RO [~ Set the Will topic name data for RO.

$MovV MQTT_TEST Will message R300 [~ Setthe Will message data for R300.
M12

— MOV K1 DO [ Set the connection number to K1.
MOV K30 D1 [~ Set the timeout value to K30.
MOV K60 D2 [~ Setthe KeepAlive timer to K60.
MOV KO D3 [— Set Will QoS to KO.
MOV KO D4 — Set the Will topic/message format to KO.
MOV KO D5 [ Setthe Will topic name data start address to KO.
MoV K300 D6 [— Setthe Will message data start address to K300.

5 CHECKING OPERATIONS 36
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After M4 (Enable Will) turns on, MO turns on. When FX5ENET_1.uSts_CertFuncReadyStatus_D (Certificate function ready-to-
enable state) turns on, M14 (Execution command) turns on. M1 (CONNECT instruction) subsequently turns on to establish
the connection.

When the connection is successfully established, M9 (Establishment completion) turns on.

MO
FX5ENET_1.uSts_CertFuncReadyStatus_D L
TEST | y1\G108899 KO | M13
M13
I SET M14  —
MO
—t RST M14  —
M_FX5ENET_MQTT_Connect_00A_1
(M+FX5ENET_MQTT_Connect_00A)
MQTT Connect FB
M14 ) M6
— | B:i_bEN o_bENO :B O—
M7
[ FXSENET_1 |+ DUT: i_stModule o_bOK B O—
i . M8
Connection number: K1 [DO ]— UW: i_uConnectionNo o_bErr:B O—
Timeout value: K30 [D1 ]— UW: i_uTimeout o_uErrld :UW —[D7 ]7
M1 M9
_|Mé B: i_bConnect o_bConnectOK :B O—
M10
— | B: i_bDisconnect o_bDisconnectOK :B O—
KeepAlive timer: K60 [DZ ]— UW: i_uKeepaliveTimer o_uConnectionStatus :UW —[DB ]7
M3
_|Mj1 B: i_bCleanSession
——1 | B: i_bEnableWill
Will 1K
'Mios 0 (D3 T uw: i_uwilos
— } B: i_bWillRetain
Wf” topfc/message format: KO [D4 ]_ UW: i_uTopicMessageFormat
Will topic name data start address: KO [D5 ]_ UW: i_uWillTopicNameDataAddr
Will message data start address: K300 [DG ]_ UW: i_uWillMessageDataAddr
pbi_bUseParameters
pbi_ulLocal_Port_No
pbi_uTarget_Port_No
pbi_u2IP_Address
37 5 CHECKING OPERATIONS
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5.2 Checking the Operation of Publish (Sending of
MQTT Data)

After checking the operation of Connect (MQTT Connection Establishment) (==~ Page 36 Checking the Operation of Connect
(MQTT Connection Establishment)), create a JSON string with M+StrProcessing_JSONSerialize_F, and use
M+FX5ENET_MQTT_PublishSend (Sending of MQTT data) for sending messages to the server (MQTT broker).

)
Publish
>
] Azure
=
[M+StrProcessinngSONSeriaIizefF] [M+FX5ENET7MQTT7PuinshSen(a
(1) FX5U CPU module
(2) FX5-ENET
Registering the FB library
Register the FB library. For the operating procedures, refer to the following.
[=5~ Page 48 FB Library
Program
ESend data creation
« Settings for data to be sent
M50 (Execution command) turns on for setting the data to be sent.
Set the Publish topic name data for R600.
SM402
— $MOV |devices/test_things/messages/events/ | R600 [T
Set JSON start address to K1000.
M50
ik DMOV [ K1000 | D41 [
1| M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].uType := K3; //Set the Value type to K3 (character string). ||
“— 2| M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].s32Key := 'Sample'; //Set the Key name to "Sample".
3| M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].s64Value := 'MQTT_TEST"; /Set Value to "MQTT_TEST".
4 | M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member[0].uDepth := K1; //Set the depth of layer to K1.
5| M_StrProcessing_JSONSerialize_F_00A_1.pb_st30Member{1].uType := KO; //Set the Value type to KO (end of the member structure array).

» JSON string creation

When M50 (Execution command) turns on, the function block creates a JSON string in accordance with the information of
uType (Value type), s32Key (Key name), s64Value (value of Value), and uDepth (depth of layer) in the set member list
(pb_st30Member) and it outputs the string to the file register at the address specified with the start address of the JSON string
storage destination.

M_StrProcessing_JSONSerialize_F_00A_1
(M+StrProcessing_JSONSerialize_F_00A)
StrProcessing_JSONSerialize_FB

M50 M51
— | B:i_bEN o_bENO :B O—
JSON start add 1 K1000 M52
Sar address [D41 ]— UD: i_udJSONAddr o_bOK :B O—

M53
o_bErr:B

o_uErrld :UW —[D42 ]7
o_uJSONLength :UW D43 | —

pb_st30Member

5 CHECKING OPERATIONS
5.2 Checking the Operation of Publish (Sending of MQTT Data) 38



39

BSending of message data

M67 turns on for setting the information used for M+ENET_MQTT_PublishSend (Sending of MQTT data).

Me7
— | MoV KO D50 [— Set QoS to KO.
MOV KO D51 [~ Set the binary/ASCII/Unicode strings to KO.
MOV | K600 D52 [— Set the Publish topic name data start address to K600.
MOV KO D53 [— Setthe Publish message size to KO.

M69 (Execution command) turns on. After M63 (Execution status) turns on, M61 (PUBLISH instruction (Rise detection)) turns

on for sending a message.

M69
}

Connection number: K1

[ FXSENET_1 H

5 CHECKING OPERATIONS

(Do I
M6I1
I
Binary/ASCII/Unicode strings: KO r
D50
= [ H
QoS: KO
[ D51 H
Publish topic name data start address: K600
. {D52 H
Publish message size: KO
[D53 ]—
Publish message data start address: K1000
9 [ D41 H

M_FX5SENET_MQTT _PublishSend_00A 1
(M+FX5ENET_MQTT_PublishSend_00A)
MQTT Publish Send FB

B:i_bEN o_bENO :B
DUT: i_stModule o_bOK :B
UW: i_uConnectionNo o_bErr:B
B: i_bPublish o_uErrld :UW
UW: i_uQoS o_bSendOK :B

B: i_bMessageRetain o_uConnectionStatus :UW
UW: i_uTopicMessageFormat

UW: i_uPublishTopicNameDataAddr

UW: i_uPublishMessageSize

UW: i_uPublishMessageDataAddr

=
=}
@

=
3
#(I)

I

=
I}
o

— D54

— D55

5.2 Checking the Operation of Publish (Sending of MQTT Data)

[}




5.3  Checking the Operation of Subscribe

Checking the operation of Subscribe (Sending of Subscribe
command)
After checking the operation of Connect (MQTT Connection Establishment) (==~ Page 36 Checking the Operation of Connect

(MQTT Connection Establishment)), use M+FX5ENET_MQTT_Subscribe (Sending of Subscribe command) for sending a
SUBSCRIBE/UNSUBSCRIBE command to the server (MQTT broker).

Subscribe
>‘1@ >
) Azure
A

[M+FX5ENETﬁMQTTﬁSubscribe]

(1) FX5U CPU module
(2) FX5-ENET

Program
M27 turns on for setting the information used for M+ENET_MQTT_Subscribe (Sending of Subscribe command).

SM402

— ——— $MOV |devices/test_things/messages/devicebound/#| R700 [~ Set the Subscribe topic name data for R700.
M27
— | MOV K1 D10 —— Set subscribe ID to K1.
MOV KO D11 [~ Setthe maximum QoS to KO.
MOV KO D12 [— Set the topic message format to KO.
MOV | K700 D13 [—— Set the Subscribe topic name start address to K700.

M29 (Execution command) turns on. After M23 (Execution status) turns on, M21 (SUBSCRIBE instruction) turns on for
sending the subscribe.
After the Subscribe is successfully sent, M26 (Send completion) turns on.

M_FX5ENET_MQTT_Subscribe_00A_1
(M+FX5ENET_MQTT_Subscribe_00A)
MQTT Subscribe FB

M29 M23
— B:i_bEN o_bENO B O—
[ FXSENET_1 | DUT: i_stModule 0_bOK :B houll
Connection number: K1 [DO ]— UW: i_uConnectionNo o_bErr:B N(%s—
—'\|A251 B: i_bSubscribe o_uErrld :UW —[D14 ]7
—'\|A2I2 B: i_bUnSubscribe o_bSendOK :B o
Subscribe ID: K1 [D1O ]— UW: i_uSubscribeld o_uConnectionStatus :UW —[D15 ]7
Maximum QoS: KO [D11 ]_ UW: i_uMaxQoS
Topic message format: KO [D12 ]— UW: i_uTopicMessageFormat
Subscribe topic name data start address: K700 [D13 ]_ UW: i_uSubscribeTopicNameDataAddr

5 CHECKING OPERATIONS 4
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Preparing data with Azure loT Hub

Prepare the data to be sent to the FX5-ENET with Azure 10T Hub.

1. Click the device created.

T

0] test-hub-name | Devices ¢ =

Vi, creste. celete. and update dewoe n your foT b, e mare

& Cvervenw

At o e
acthty oy
o 3 e Prpme AR = A e
B, Asseul sontret M)
LR -
] Dewnin Trise Stats Lt Authwiicat

% P devioet g 4 guery

X Tugrose snd sohe protiens

Devicn management
™
B Cenfguscm + Cepleymerti

@ Upanes

B Cuerien

@ #ncing wnd scaie
M mrepermes

CRTE

2. Click [Message to Device].

.

test_things

Mcdule Identities  Configurasom

Mot 0 Upcated _ Latk Activity Time ATE)

Thaes ar v mockuls idarsitis 1o 255 device
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3. Entera message to be sent in [Message Body], and click [Send Message].
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- Message to device «
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Checking the operation of Subscribe (Receiving of MQTT data)

After preparing the data with Azure loT Hub (=5~ Page 41 Preparing data with Azure IoT Hub), use
M+FX5ENET_MQTT_Receive (Receiving of MQTT data) for reading a message received from the server (MQTT broker).

(1) (2)
Publish
<+ m <
] Azure
=
A A
[M+StrProcessingiJSONDeseriaIizeiFj [M+FX5ENET7MQTT7Receiva
(1) FX5U CPU module
(2) FX5-ENET
Registering the FB library
Register the FB library. For the operating procedures, refer to the following.
[=5~ Page 48 FB Library
Program
HReceiving of message data
M34 turns on for setting the information used for M+ENET_MQTT_Receive (Receiving of MQTT data).
M34
l MOV | K1100 | D21 Set the receive topic name data start address to K1100.
MOV | K1300 | D22 Set the receive message data start address to K1300.

M36 (Execution command) turns on for storing the receive data into the specified file register.

After the data is successfully received, M32 (Normal completion) turns on. The receive data is stored in the file register set
with i_uReceiveTopicNameDataAddr (Receive topic name data start address) and i_uReceiveMessageDataAddr (Receive
message data start address).

M_FX5ENET_MQTT_Receive_00A_1
(M+FX5ENET_MQTT_Receive_00A)
MQTT Receive FB

M36 M31
— | B:i_bEN o_bENO B |——O—
[ FXSENET_1 H DUT: i_stModule obok:p — % |
Connection number: K1 [Do ]— UW: i_uConnectionNo o_bErr:B —MC3)3_
Receive topic name data start address: K1100 [D21 ]— UW: i_uReceiveTopicNameDataAddr o_uErrld :UW -[D23
Receive message data start address: K1300 [D22 ]— UW: i_uReceiveMessageDataAddr  o_uConnectionStatus :UW -[D24

o_uNumOfDiscardedPackets :UW -[D25
o_uSubscribeld :UW ‘[D26
0_uReceiveTopicSize :UW ] D27

[TTTIT

o_uReceiveMessageSize :UW -[ D28
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BAcquisition of only the required strings from receive data
« Settings for required member information
M40 (Execution command) turns on for setting the member information to be acquired.

M40

— M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].uType := K3; //Set the Value type to K3 (character string).

M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].s32Key := 'Sample'; //Set the Key name to "Sample".
M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[0].uDepth := K1; //Set the depth of layer to K1.
M_StrProcessing_JSONDeserialize_F_00A_1.pb_st30Member[1].uType := KO; //Set the Value type to KO (end of the member structure array).

AOWON -

 Acquisition of JSON string

When M40 (Execution command) turns on, the function block acquires the Value strings that exactly match the values of
uType (Value type), s32Key (Key name), and uDepth (depth of layer) in the set member list (pb_st30Member) from JSON
strings stored at the JSON start address, and it stores the values into the s64Value (Value) values in the member list
(pb_st30Member).

M_StrProcessing_JSONDeserialize_F_00A_1
(M+StrProcessing_JSONDeserialize_00A)
StrProcessing_JSONDeserialize FB

M40 M41
I B:i bEN 0_bENO :B O—
JSON start address: K1300 M42
sart acdress (D22 T uD: i_uddsonAdar 0 bOK :B O—]
M43
o_bErr:B O—

o_uErrld :UW —{ D30 | —
o_uValueNum :UW —[D31 ]7

pb_st30Member

Checking reception on GX Works3

Messages received from Azure loT Hub can be checked from "Device/Buffer Memory Batch Monitor" of GX Works3.

O [Online] = [Monitor] = [Device/Buffer Memory Batch Monitor]

@® Device Name <] | OpenDispley Format.. | |Detailed Conditions (¥ -
(O Buffer Memory Intelligent v | {HEY Address DEC ~ |§janu|i‘h:ring
Module No.{) L
i Curres Valun | g =
=77 |
;ﬁ‘a-

25781 | mp
=1
14882

LRI
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6 TROUBLESHOOTING

6.1 Checking Procedure

1. Checking the LED status

Check the communication status with the display status of the LEDs.

For the FX5U CPU module, refer to the following.

[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), Section 15.2 Checking with LEDs
For the FX5-ENET, refer to the following.

L[TIMELSEC iQ-F FX5 Ethernet Module User's Manual, Section 10.1 Checking with LEDs

For the router, refer to the manual of the router used.

2. Checking the error code

Check the following according to the error code of the error occurred in the FX5U CPU module and FX5-ENET.
For the FX5U CPU module, refer to the following.

* Error codes common to CPU modules

LTIMELSEC iQ-F FX5 User's Manual (Application), Appendix 3 Error Code

* Error codes related to Ethernet communication of CPU modules

[TIMELSEC iQ-F FX5 User's Manual (Communication), Section 47.1 Ethernet Communication

For the FX5-ENET, refer to the following.

LTIMELSEC iQ-F FX5 Ethernet Module User's Manual, Section 10.6 List of Error Codes

BChecking the wiring

For the wiring, refer to the following.

[=5~ Page 9 System Configuration

* Are the Ethernet cables fully inserted?

BChecking the communication settings
Refer to [=~ Page 12 CONFIGURING CLIENTS (MQTT PUBLISHER, MQTT SUBSCRIBER) and == Page 25

CONFIGURING SERVER (MQTT BROKER) CONNECTION.

 Are the GX Works3 parameter settings, Certificate Configuration Tool for FX5-ENET settings, and Azure setting details
correct?

* Are the IP address and subnet mask settings of the FX5U CPU module, FX5-ENET, personal computer, and router correct?

« If a firewall is set up between the FX5-ENET and the personal computer, has permission been given to the port to be used?

45 6 TROUBLESHOOTING
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3. Checking the Azure settings

For the Azure settings, follow the instructions on the window or see "Support + troubleshooting".

.

Support + troubleshooting - X

Azure services
i > wat @ = L -
raute Swtsonptans Dabchostant vl App Seracer Sarage st
Carom machires soxsones T || bt etk il
Resources Sepport Meouroe
Recent  Favonte IR "
—_— o wkcrm Anute dorumenator
T Y B view biing
— i - o Yok Ot i
Sesource grovp
Haed e halp?
VAR T S 3N TR0 CHTRN T3 A BNC MARAQE BRSO NGASEETS 303 eSO PN
il + et
Mavigate
s . T
Subengmons [@)]  sesouroe grosps L JpTr— B  oestboard
Toals

O ey

rastrctum chood soeed

Useful links Azure mobile ¢

6 TROUBLESHOOTING 4
6.1 Checking Procedure 6



47

APPENDICES

Appendix 1 List of FX5 Ethernet-equipped Module

FBs

The FX5 Ethernet-equipped module FB library contains the following FBs. Programs are created by combining FBs according

to each application.

Name

Description

M+FX5ENET_MQTT_Connect

Controls the connection with a server (MQTT broker) to establish a TCP or TLS session by the
CONNECT instruction or to disconnect the session by the DISCONNECT instruction.

M+FX5ENET_MQTT_PublishSend

Sends a message to the server (MQTT broker).

M+FX5ENET_MQTT_Receive

Reads a message received from the server (MQTT broker).

M+FX5ENET_MQTT_Subscribe

Sends a SUBSCRIBE/UNSUBSCRIBE command to the server (MQTT broker).

APPX

Appendix 1 List of FX5 Ethernet-equipped Module FBs



Appendix 2 FB Library
Downloading the FB library

In this manual, the character string operation FB library is used.
To obtain the FB library, please contact your local Mitsubishi Electric representative.

APPX
Appendix 2 FB Library 48
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Importing the FB library

This section describes how to register the obtained FB library to GX Works3.
Decompress the FB library folder (zip file) before registering the FB library.

1. start GX Works3, and select [Project] on the toolbar = [New].
In this manual, the following settings are used.

Item Description
Series FX5CPU
Type FX5U
Program Language Ladder

Do -iﬁﬁ!ﬂ‘!l -F’ﬂ.ﬂ’!ll"ﬁ" o e H'Qaﬂ‘
N =10 AT U )

m.tmm SRS, P E o weim e s
:m BEBE L LSO BIR B2 FBEA -
TR 1 roPc PRSI 0] Tites

Library Cperation hE" Libuﬂﬂ..
Secunity Register to Library List » User Librasy...
Printer Setup.. B D Libratg... 1
Page Setup...

Print Preview,.,
& Print ChisP
Recent Projects(K) » Help(M
Saan GX Works2
Exiti)
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3. Select the "StrProcessing_F.msIm" file in the decompressed FB library folder, and click [Open].

= . » ThisPC » Desktop » fb-srprocessing f_v100 v & Semrch fo-strprocesmng { v1...
Organize = M folder e @
Name [rate modified Type Sive
o Quick access
Manual Chinese B Y File folder
& OneDrive Manual_English A Al File falder
B This PC W - e b
11 StrProcessing_ F.mshm ASI5H0T R0T A MELM File O KB I
b Network =
File paeme: | SarProcessing,F-milm | Liloramy (*.malm) -
[ ooen ||| canca

4. The selected file is added to [Library] in the "Element Selection" window.

AbN

automation

Point
If the "Element Selection" window is not displayed, select [View] on the toolbar = [Docking Window] =

[Element Selection] to open the window.

APPX
Appendix 2 FB Library
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How to use the FB library

Select an FB registered in the library from the "Element Selection" window, and drag and drop it to the program editor. Create

an input ladder and an output ladder of the pasted FB to create a program.
Arrange the FB input ladder to the left side, and output ladder to the right side of the window in the same manner as standard

ladder programs.
1. Go to the "Element Selection" window = the [Library] tab = [Library]. Then, select an FB to be used and drop it in the
program editor. When the "FB Instance Name" window appears, click the [OK] button.

e wee——

1 APPX
5 Appendix 2 FB Library
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3. Insert a contact and input to B:i_bEN.

APPX
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Appendix 3 How to Use the Program Copy Function
of e-Manual

Program examples in e-Manual can be copied and pasted to GX Works3.

1. Click "Copy Ladder Program (for GX Works3)" in e-Manual.

Mz231

[ DD }— Wi wStationNo obokB ————————————(
Station rumber | Station number Normal end | Mormal end
| Mz32
[ D220 7= W:i_wParameterNe o_bErm8 _C)_.
Parametas Parameter number Failed end Failed end
number |
o wErmD:wW —{ D230 }
Enor cade Error code

o wParametervalw —{ D231 |
Parameler valua which was read | Parameter value
| which was read

{ END 1

Insert and Pasteil}

P Convert(B)

3. The copied program is pasted in undefined state. Select the FB used in the program example from [Library] on the
"Element Selection" window, and drag and drop it to the FB area on the ladder editor.

[ [l <zt
&

S LR T T T

Drag and drop

When an FB is used in the program example, the definition of the FB will be unclear immediately after the
program is pasted to the ladder editor. Drag and drop the FB from the "Element Selection" window to define
the FB properly.

Unclear definition of FB

[F_IV/ERTER_CL_EF Bans Pumrwm F_1e_| (N-RERTER-CC-EF Samie_Famerg. F_]

Properly defined FB

N o bin
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4. Click the [OK] button on the "FB Instance Name" window.

FB Instance Name E

Local Label {ProgPou) ~ o] 4
Running F 004 1 Exit

i B B ———— S o —

—_— 5

Label items (label name, data type, and others) are copied in the order defined as an example in this manual.
Therefore, define label items in the same order as shown on the label editor of the engineering tool.

u Labels to be defined
Define global labels as follows.

I Label Name Data Type Class Assign (Device./Label)
}71

Lz

b Start Direction_1 .. |VAR_GLOBAL ~ |M200
b Start Direction_2 A H&E GLOBAL ~ |M201

Copy labels (for GX Works3)

e

e o Shom Detsis(f) Dy Setng Chedk.
Data Type Targen} Accest fom Etemal Dece

1 |bStanDwection_{ B | |var sLosar | - |
3 |bStanDschon_ 2 B | |VAR GLOBAL | = |
F | Ll | o ]

Switch simple display and detailed display using the [Easy Display]

and [Show Details] buttons.

m Same label item order

&2 Global [Global Label Setting]

o | T
==
Latai Hame Data T, =) Latet] il ks Conatant Targat| Famark
| ]_— .l A— N
|2 |pBibeecton B [VAR_GLOBAL (M2 | 1 VAR GIEAL I
I ] L =l 1% i | |

. . If the label items copied are different order from the order used at the pasting
m Different label item order o ) . .
destination, incorrect items are pasted or some items will not be defined.

s __________________________________|
= ”
Hams D Tos Cau T Coraiet Engish iy Tagat Fuanan |
| ; b SanDwection bosl I ll : I -I I[ : |
| — | =i | =i 5 | |
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Revision date Version Description
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Japanese manual number: L0O8899-A

This manual confers no industrial property rights or any rights of any other kind, nor does it confer any patent licenses. Mitsubishi Electric Corporation cannot
be held responsible for any problems involving industrial property rights which may occur as a result of using the contents noted in this manual.
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WARRANTY

Please confirm the following product warranty details before using this product.
[TIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware), WARRANTY
LCIMELSEC iQ-F FX5 Ethernet Module User's Manual, WARRANTY

TRADEMARKS

Microsoft Edge, Microsoft Azure, and Windows are trademarks of the Microsoft group of companies.

The company names, system names and product names mentioned in this manual are either registered trademarks or
trademarks of their respective companies.

In some cases, trademark symbols such as "™ or ‘® are not specified in this manual.
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Country/Region, Sales office, Tel/Fax

USA
MITSUBISHI ELECTRIC AUTOMATION, INC.

Tel :+1-847-478-2100
Fax:+1-847-478-2253

500 Corporate Woods Parkway, Vernon Hills, IL 60061, U.S.A.

Mexico
MITSUBISHI ELECTRIC AUTOMATION, INC. Mexico Branch

Boulevard Miguel de Cervantes Saavedra 301,
Torre Norte Piso 5, Int. 502, Ampliacion Granada,
Miguel Hidalgo, Ciudad de Mexico, Mexico, C.P.11520

Tel :+52-55-3067-7500

Brazil

MITSUBISHI ELECTRIC DO BRASIL COMERCIO E
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Avenida Adelino Cardana, 293, 21 andar, Bethaville,
Barueri SP, Brasil

Tel :+55-11-4689-3000
Fax:+55-11-4689-3016
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MITSUBISHI ELECTRIC EUROPE B.V. German Branch
Mitsubishi-Electric-Platz 1, 40882 Ratingen, Germany

Tel :+49-2102-486-0
Fax:+49-2102-486-7780

UK
MITSUBISHI ELECTRIC EUROPE B.V. UK Branch
Travellers Lane, UK-Hatfield, Hertfordshire, AL10 8XB, U.K.

Tel :+44-1707-28-8780
Fax:+44-1707-27-8695

Ireland
MITSUBISHI ELECTRIC EUROPE B.V. Irish Branch
Westgate Business Park, Ballymount, Dublin 24, Ireland

Tel :+353-1-4198800
Fax:+353-1-4198890

Italy
MITSUBISHI ELECTRIC EUROPE B.V. Italian Branch

Campus, Energy Park Via Energy Park 14, Vimercate
20871 (MB) Italy

Tel :+39-039-60531
Fax:+39-039-6053-312

Spain

MITSUBISHI ELECTRIC EUROPE, B.V. Spanish Branch
Carretera de Rubi, 76-80-Apdo. 420, E-08190 Sant Cugat del
Valles (Barcelona), Spain

Tel :+34-935-65-3131
Fax:+34-935-89-1579

France
MITSUBISHI ELECTRIC EUROPE B.V. French Branch
25, Boulevard des Bouvets, 92741 Nanterre Cedex, France

Tel :+33-1-55-68-55-68
Fax:+33-1-55-68-57-57

Czech Republic

MITSUBISHI ELECTRIC EUROPE B.V. Czech Branch
Pekarska 621/7, 155 00 Praha 5, Czech Republic

Tel :+420-734-402-587

Poland

MITSUBISHI ELECTRIC EUROPE B.V. Polish Branch
ul. Krakowska 48, 32-083 Balice, Poland

Tel :+48-12-347-65-00
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MITSUBISHI ELECTRIC EUROPE B.V. (Scandinavia)
Hedvig Mollersgata 6, 223 55 Lund, Sweden

Tel :+46-8-625-10-00
Fax:+46-46-39-70-18

Turkey

Serifali Mahallesi Kale Sokak No:41 Umraniye / Istanbul

Tel :+90-216-969-2500
Fax:+90-216-661-4447

MITSUBISHI ELECTRIC TURKEY ELEKTRIK URUNLERI A.S.

UAE
MITSUBISHI ELECTRIC EUROPE B.V. Dubai Branch
Dubai Silicon Oasis, P.O.BOX 341241, Dubai, U.A.E.

Tel :+971-4-3724716
Fax:+971-4-3724721

South Africa
ADROIT TECHNOLOGIES

20 Waterford Office Park, 189 Witkoppen Road, Fourways,
South Africa

Tel :+27-11-658-8100
Fax:+27-11-658-8101

China
MITSUBISHI ELECTRIC AUTOMATION (CHINA) LTD.

Mitsubishi Electric Automation Center,
No.1386 Honggiao Road, Shanghai, China

Tel :+86-21-2322-3030
Fax:+86-21-2322-3000

Taiwan
SETSUYO ENTERPRISE CO., LTD.

6F, No.105, Wugong 3rd Road, Wugu District,
New Taipei City 24889, Taiwan

Tel :+886-2-2299-2499
Fax:+886-2-2299-2509

Korea
MITSUBISHI ELECTRIC AUTOMATION KOREA CO., LTD.

7F to 9F, Gangseo Hangang Xi-tower A, 401, Yangcheon-ro,
Gangseo-Gu, Seoul 07528, Korea

Tel :+82-2-3660-9569
Fax:+82-2-3664-8372

Singapore
MITSUBISHI ELECTRIC ASIA PTE. LTD.

307 Alexandra Road, Mitsubishi Electric Building,
Singapore 159943

Tel :+65-6473-2308

Fax:+65-6476-7439

Thailand

MITSUBISHI ELECTRIC FACTORY AUTOMATION
(THAILAND) CO., LTD.

101, True Digital Park Office, 5th Floor, Sukhumvit Road,
Bang Chak, Prakanong, Bangkok, Thailand

Tel :+66-2682-6522-31

Fax:+66-2682-6020

Vietnam
MITSUBISHI ELECTRIC VIETNAM COMPANY LIMITED

11th & 12th Floor, Viettel Tower B, 285 Cach Mang Thang 8
Street, Ward 12, District 10, Ho Chi Minh City, Vietnam.

Tel :+84-28-3910-5945
Fax:+84-28-3910-5947

Indonesia
PT. MITSUBISHI ELECTRIC INDONESIA

Gedung Jaya 8th Floor, JL. MH. Thamrin No.12,
Jakarta Pusat 10340, Indonesia

Tel :+62-21-31926461

Fax:+62-21-31923942

India
MITSUBISHI ELECTRIC INDIA PVT. LTD. Pune Branch

Emerald House, EL-3, J Block, M.I.D.C., Bhosari,
Pune-411026, Maharashtra, India

Tel :+91-20-2710-2000
Fax:+91-20-2710-2100

Australia
MITSUBISHI ELECTRIC AUSTRALIA PTY. LTD.

348 Victoria Road, P.O. Box 11, Rydalmere, N.S.W 2116,
Australia

Tel :+61-2-9684-7777
Fax:+61-2-9684-7245
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Mitsubishi

Electric's e-F@ctory concept utilizes both FA and IT
technologies, to reduce the total cost of development, production and
maintenance, with the aim of achieving manufacturing that is a "step ahead
of the times". It is supported by the e-F@ctory Alliance Partners covering
software, devices, and system integration, creating the optimal e-F@ctory
architecture to meet the end users needs and investment plans.

Alliance

MITSUBISHI ELECTRIC CORPORATION
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